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The Key Benefits of AI and ML in Financial Services  
Similar to many industries today, the financial 
services and banking industry faces fierce 
challenges. The industry is undergoing pressure 
from the scale and sensitivity of data, global 
competition, and is highly regulated. Financial 
institutions must operate in real time and at 
scale to monitor transactions, detect fraud, and 
offer new services to keep revenue driving 
upward while maintaining compliance. And, 
financial institutions must meet the 24x7x365 
demands of a global customer base.
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Artificial intelligence (AI) and machine 
learning (ML) can be a boon to financial 
institutions because they can improve 
operations and outcomes across the 
sector, including retail, commercial, or 
wholesale banks, and credit card or 
payment businesses.

In this eBook, we examine three successful 
use cases that are helping financial 
organizations today: fraud detection, 
credit (scoring, risk, fraud), and Know Your 
Customer (KYC) Compliance—and how AI 
is positively impacting results.
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Fraud is top of mind for the industry. It takes many forms, from application, 
transaction, or deposit fraud. It is serious business: Fraud affecting financial 
institutions accounted for more than 10% of the breaches in 2018, and the 
average cost is more than $300 per breached record.1 Fraud can result in 
loss of both money and customer trust. Yet detection and prevention of 
fraud is difficult due to the variety and volume of transactions.

To prevent fraud requires immense speed and accuracy. With AI, financial 
institutions can:

 � Process transactions quickly to detect and stop the action

 � Analyze large volumes to find patterns and identify fraud in real time

 � Reject transactions or flag them

 � Provide reason codes for investigators

 � Help reduce false positives and suspicious activity report (SARs) filing

Real business example:

PayPal needed to detect 
buyer and seller collusion 
and account for volume and 
value threshold variances. By 
implementing H2O Driverless 
AI, PayPal created a network 
structure to identify collusion. 

It applied automatic feature 
representation to graph data 
and merges extracted data with 
expert engineered features. 
And, as fraud models are 
used, they learn and improve. 
Driverless AI led to increased 
accuracy for PayPal, from 
0.89 to 0.947, which is a huge 
reduction in loss due to very 
large volume transactions. As 
well, H2O4GPU drove a 6-fold 
speed increase.

Fraud detection 
Use case:

1. https://www.aba.com/Products/Endorsed/Documents/Rippleshot-State-of-Card-Fraud.pdf

https://www.aba.com/Products/Endorsed/Documents/Rippleshot-State-of-Card-Fraud.pdf
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Credit is the lifeblood of many banks. Retail banks must evaluate credit 
scores and risk while lending, such as for personal or auto loans. Likewise, 
cards and payment businesses need to assess and score credit risk. The 
traditional method of credit scoring is based on broad segments, which 
may result in giving loans to people who would default or churn, leading 
to losses for the bank. Traditional models may also exclude or deny credit 
to those who otherwise would be good candidates for credit, resulting in a 
missed revenue opportunity for the bank.

Using AI, banks can get much more granular and offer individualized credit 
scoring. AI can learn from customer behavior and adapt recommendations 
to eliminate churners. Machine Learning Interpretability, a new AI capability, 
can even help satisfy regulatory requirements, such as to easily issue 
reason codes for credit decisions.

Real business example:

Visión Banco provides financial 
services to small and micro-
sized companies in Paraguay. 
Visión Banco’s data scientists 
needed to expand the credit 
card services of existing 
customers, easily determine 
credit risks with better 
accuracy, and better predict 
payment defaults. Visión Banco 
implemented H2O Driverless AI 
for predicting results, deploying 
the solution on IBM Power 
System AC922. As a result, 
Visión Banco’s data scientists 
have saved time and increased 
revenue. Building and 
deploying models once took six 
months but now take just days. 
More importantly, the bank 
created models that doubled 
its customer propensity to buy 
new credit offerings.

Credit (scoring, offers, and risk)
Use case:
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Know Your Customer (KYC) compliance
There is an increased focus on regulations enforcing anti-money laundering 
(AML) laws. A key component of AML are Know Your Customer (KYC) guidelines, 
a globally developed set of directives designed to ensure that companies 
collect detailed anti-corruption due-diligence information. Many companies 
are turning to AI to help them navigate the growing volume of data, analyze 
suspicious transactions, and identify patterns and trends that point to risky or 
malicious behavior.

AI and ML are particular suited to KYC compliance because the technologies 
can:  

 � Use probabilistic matching engines to examine data and create a customer 360 view

 � Find anomalous patterns

 � Identify areas of risk, especially where there are a large number of items of different types 
that need to be reviewed and potentially correlated

 � Give better insights into transactions through analysis of both structured and unstructured 
data

 � Perform analysis of transactions, such as looking for indicators of suspicious behavior

Real business example:

Capital One offers a broad 
range of products and services 
to consumers—from small 
businesses to commercial 
clients. With up to 5,000 
customers logging into the 
Capital One mobile platform 
every minute, the bank 
needed a solution to improve 
diagnostics and resolution 
times for outages and 
production issues. 

Today, Capital One uses 
H2O for mobile transaction 
forecasting, anomaly detection, 
and production monitoring. 
Graphs show real-time 
usage volumes overlaid with 
forecasts. Teams can easily 
find the exact time when an 
anomaly has occurred, allowing 
them to measure and correlate 
it to the start time of incidents 
and other alerts to help them 
with measuring customer 360 
for input into KYC compliance. 
Capital One has now 
implemented H2O into dozens 
of use cases across multiple 
lines of business. 

Use case:
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H2O.ai is the creator of the leading open source 
machine learning and artificial intelligence platform 
trusted by hundreds of thousands of data scientists 
in over 18,000 enterprises globally. Our vision is 
to democratize intelligence for everyone with our 
automated machine learning Driverless AI platform.

For more information and to learn more about how 
H2O.ai is transforming businesses with AI, visit  
www.H2O.ai.

About H2O.ai  

Contact H2O.ai for more information 

http://www.h2o.ai/
https://www.h2o.ai/company/contact/

